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Incident Response
Readiness (‘IRR’)

How confident are you in your
Incident Response Readiness?
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We will help you develop your strategy for incident response,
advising on “no regret” activities and instructing other experts on your
behalf to support with forensic containment, recovery from and
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DWF RAPID stands for Resilience Assessments Powered o
by IHSlghthl Data. We will advise you on your regulatory and other legal
obligations, litigation risks and assist you in making any required
RAPID is a web-based assessment tool that provides users with immediate, granular notifications.

and visual insights into their organisation’s Data Protection and Cyber Security

. . - . ' We will provide necessary ongoing expert support in relation
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to your regulatory, technical, communications and legal needs.

What does RAPID IRR dO? We can

represent you through all stages of a
regulatory investigation including in

RAPID IRR asks a user twenty questions about their confidence levels in relation to an : :
relation to enforcement action.

organisation’s Incident Response Readiness. When they have submitted their

responses the user is immediately able to download a report with the results of the Sometimes an

assessment. incident will lead to subsequent
litigation risks. We can provide

Why Incident Response Readiness? advice and representation to you in

relation to all aspects of litigation,

o . S including dealing with initial
Every organisation is at risk from cyber security incidents and personal data breaches. correspondence, DSARs, and any

From large scale cyber-attacks to the loss of paper records, the range and scale of the subsequent proceedings which are
threat to network/ data security and business resilience is vast. When a breach occurs, brought.

there is a need to respond rapidly and robustly, ensuring that operational needs and
legal and regulatory obligations are met. Assessing readiness and preparing for such
events helps to ensure that the response is as effective as possible when the time
comes.

We will advise
you on how to improve your
resilience and compliance to
minimise further risks.
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Why use DWF RAPID IRR

In many circumstances DWF
provides RAPID for use free-of-
charge to clients.

The process of using RAPID is
very simple: it only requires the
sharing of contact details for
the client user, after which the
user will receive emails enabling
access and use.

RAPID provides a very time
efficient way to gather a broad
set of insights regarding the
operational state of Incident
Response Readiness within the
organisation being assessed. It
avoids the need for costly and
time-intensive forms of testing
such as audits and reviews.

There are many ways to use
RAPID, from surveying a single
user’s views through to
gathering the perspectives of
hundreds of users in all
different parts of the business
and developing detailed
analytics. RAPID is scalable and
pliable to meet almost any
requirements.

Whatever the use case and
circumstances, DWF are on
hand to support clients
throughout scoping, participant
selection, performance of the
RAPID(s), analysis, reporting,
and next steps. It can even be
used over time on a repeat-
basis to gauge the extent to

which change is being achieved.

Clients can choose to rely upon
RAPID results to make decisions
quickly and act upon issues.
From tactical spot-fixes in
individual business areas
through to strategic change
requiring programmes of work,
RAPID has been used to
underpin all manner and scale
of business transformations.

RAPID's Incident Response Readiness module contains 20 questions focusing on key domains of IRR, including security maturity, threat and vulnerability
management; triage and impact assessment; legal obligations for incident response; investigation, containment, recovery and remediation; litigation and disputes; governance;
communications; playbooks; testing and measuring response capabilities; record keeping; and continuous improvement.

For support including incident response services or to enquire about use of RAPID or to request a RAPID demo contact
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DWEF is a leading global provider of integrated legal and
business services.

Our Integrated Legal Management approach delivers
greater efficiency, price certainty and transparency for
our clients.

We deliver integrated services on a global scale
through our three offerings; Legal Services, Legal
Operations and Business Services, across our eight key
sectors. We seamlessly combine any number of our
services to deliver bespoke solutions for our diverse
clients.

© DWEF, 2023. DWF is a global legal services, legal operations
and professional services business operating through a
number of separately constituted and distinct legal entities.
The DWF Group comprises DWF Group Limited (incorporated
in England and Wales, registered number 11561594, registered
office at 20 Fenchurch Street, London, EC3M 3AG) and its
subsidiaries and subsidiary undertakings (as defined in the
UK's Companies Act 2006). For further information about
these entities and the DWF Group's structure, please refer to
the Legal Notices page on our website at .
Where we provide legal services, our lawyers are subject to the
rules of the regulatory body with whom they are admitted and
the DWF Group entities providing such legal services are
regulated in accordance with the relevant laws in the
jurisdictions in which they operate. All rights reserved. This
information is intended as a general discussion surrounding
the topics covered and is for guidance purposes only. It does
not constitute legal advice and should not be regarded as a
substitute for taking legal advice. DWF is not responsible for
any activity undertaken based on this information and makes
no representations or warranties of any kind, express or
implied, about the completeness, accuracy, reliability or
suitability of the information contained herein.

dwfgroup.com


http://www.dwfgroup.com/

